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Abstract may be the case that a node receives a frame twlicel(e
reception of framés[11]. On the other hand Rufinet al.

It has already been reported that the CAN protocol pro- haye recently identified a much more dangerous situation:
duces data inconsistencies in some scenarios that violatescenarios in which some nodes receive a frame and some
the Atomic Broadcast properties. It has been proposed aothers do not. In [10], they introduce specifically designed
set of higher level protocols to achieve Atomic Broadcast pigher level protocols to cope with these inconsistencies.
on CAN based systems. This approach causes consider- |, this paper we identify new scenarios, in which both
able overhead. We propose a more efficient solution throughc AN and the mentioned higher level protocols [10] still vi-
small mo_difications_to CAN. Ouir first proposal of moglified olate the Atomic Broadcast properties. Fixing these prob-
protocol is called MinorCAN. Unfortunately we have iden- |omg ysing higher level protocols introduces considerable
tified new inconsistency scenarios in which both CAN, Mi- oerhead. Many distributed control systems, especially in
norCAN and the mentioned higher level protocols still vio- 5 tomotive applications, have to be constructed with mini-
late the Atomic Broadcast properties. Inspired in the Minor- 1, im memory and CPU power requirements [1]. So we take
CAN i_deas we propose a protocol, called MajorCAN, that {ha more efficient approach of modifying the CAN proto-
really implements Atomic Broadcast. col. We propose two modified protocols. The first and more

simple is called MinorCAN, and works in the scenarios in-

troduced in [10] but not in the new scenarios. We explain
1. Introduction MinorCAN because it helps to understand the second pro-

tocol. This second is called MajorCAN, and works in all the

The Controller Area Network (CAN) protocol, a field-  jgentified scenarios implementing Atomic Broadcast in the

bus first developed for automotive applications, is widely presence of up tex randomly distributed errors per frame.
used in the automation industry as well. The main reason

for its success is its real-time and dependable behaviour. .

Among the dependability properties, the specification of 2- CAN and data consistency

this standard [5] claims that CAN presedtga consistency

This means that within a CAN network it is guaranteed that  The CAN protocol does not implement Atomic Broad-
a frame is either simultaneously accepted by all nodes orcast. In this work we use the same adaptation of the defini-
by none. This roughly corresponds to #vmic Broadcast  tion of Atomic Broadcast used in [10]. This definition as-
definition, and has lead many authors to assume that CANsumes that the nodes can only predsartign failures that
provides this service of capital importance in fault-tolerant includescrash omissionandtiming failures[3]. A node

and real-time distributed systems. But it is well known that presenting a crash failure stops prematurely doing nothing
CAN does not always accomplish the pretended data con-from that point on. A node presenting omission failures
sistency. One impairment is the presence of a special stateither intermittently omits to send/receive messages it was
in the CAN nodes, calledrror-passive A CAN node in the supposed to send/receive, or stops prematurely doing noth-
error-passivestate signals the transmission errors in a way ing from that point on, or both. Finally a node present-
that cannot force the other nodes to see the error. If this nodgng timing failures can fail in one or more of the following

is the only one suffering the error an inconsistency appearsways: it commits omission failures, its local clock drift ex-
in the network. Many authors have proposed avoiding this ceeds the specified bounddck failure), or it violates the
state to improve the dependability in CAN based systemsbounds on the time required to execute a spegformance

[2, 4, 10]. Even assuming no node is error-passive, CAN failure).

presents other inconsistency problems. On the one hand it With these failure assumptions, a protocol presents



Atomic Broadcast when it exhibits the following properties: A CAN bus can take one of two valuestominantor
o recessiveThe dominant value represents the logical ‘0’ and
AB1 - Validity : if a correct node broadcasts a messagi@n e recessive value represents the logical '1'. If two nodes

the message is eventually delivered to a correct node. simultaneously transmit two bits with different values, the
AB2 - Agreement if a message is delivered to a correct node, . - .
resulting bus value will be dominant.

then the message is eventually delivered to all correct nodes.

AB3 - At-most-once Delivery any message delivered to a cor- The claimed data consistency in the CAN protocol is

rect node is delivered at most once. achieved thanks to its special error detection and error sig-
ABA4 - Non-triviality : any message delivered to a correct node nalling mechanisms. CAN presents five error detection
was broadcast by a node. mechanisms that lead to five different kinds of errors called

ABS - Total Order: any two messages delivered to any two pjt error, stuff error, CRC error, acknowledgment error and
correct nodes, are delivered in the same order to both nodes. form error. Any node detecting an error by any of these
mechanisms will signal this situation to the rest of nodes by
sending what is called an error flag. This flag starts the bit
after the error was detected. An error flag consists of six

The first pointed impairment to Atomic Broadcast is
the existence of the error-passive state in CAN nodes.

CAN protocol provides several error detection mechanisms. . . . . :
. . consecutive dominant bits. This flag violates CAN proto-
When a node in the so calleztror-active state detects an e o .
A col rules,e.g. destroys the bit fields requiring fixed form
error, this is signalled to the rest of the nodes and the trans- .
. . . roducing a form error. As a consequence all other nodes
mitter starts an automatic retransmission of the erroneou " o
: detect an error condition too and start transmitting an er-
frame. Any CAN node has a transmit error counter and -
. ror flag as well. After transmitting an error flag, each node
a receive error counter. Whenever any of these counters . . ) o
. . “sends recessive bits and monitors the bus until it detects a
reaches the value 127 the node enters in the error-passivé . . . .
S . . recessive bit. Afterwards, it starts transmitting seven more
state. When in this state, the node signals the errors in a way . . ) . : : .
i . . recessive bits. The eight recessive bit chain resulting on the
that cannot force the transmitter to retransmit the incorrectly . . . o
bus is called error delimiter. This error delimiter together

received frame [11]. As an example of the consequencgswith the superposition of error flags contributed from dif-

this can have, let us consider the case of an error-passive . .
. . . erent nodes constitute what is called an error frame. Af-
node being the only one to detect an error in a received o .
ter the error frame transmission, the frame that was being

frame. The transmitter will not be forced to retransmit and . ) : L .
. . .~ sent is automatically retransmitted. This simple mechanism
the error-passive node will be the only one never receiving o0 ;
allows the globalization of local errors and is supposed to

the message. In this case property AB2 is not satisfied. . .

Many authors have proposed avoiding this state to im- provide data con3|stenc.y.. o . ]
prove the dependability in CAN based systems [4, 2, 10]. All the data frames fInISh' Wlth eight recessive bits that
This is easily achieved using a signal provided in most mod- 1S the same as the error deI|m|ter of an error frame. So all
ern CAN circuits, called the error warning notification. This frames, error or data, finish with the same bit pattern to per-
signal is generated when any error counter reaches the valu8it node synchronization. The last seven of the eight reces-
96, that is considered as an indication of a heavily disturbedSive bits form the end of frame field (EOF). After the EOF a
bus [7]. This is a good point to switch off the node before it chain of recessive bits of variable length, called |.nterfran?e
goes into the error-passive state, assuring that every node i§Pace separates a frame from the next one. During the first
either helping to achieve data consistency or disconnected.three bits of this interframe, slow nodes can introduce an

In the rest of this section, we will describe other incon- €xtra delay between frames. This is done using a special
sistency problems reported in the literature that are moreflag, called overload flag, that has the same format as the
difficult to solve. All these problems appear even if no node rror flag. The rest of the nodes react exactly as with error
is in the error-passive state. Prior to the description of the flags by sending their own overload flags and the overload
problems, we explain the related CAN protocol concepts. delimiter. So if an error is detected in these bits all the nodes

will consider it as an overload condition.
2.1. CAN protocol fundamentals In the last bit of the EOF the behaviour in the presence
of errors is special to cope with specific error situations. If

As justified above the error-passive state must be avoideda transmitter detects an error in this bit it will handle it as if
to achieve data consistency. So in the CAN networks we it was detected in any other bit: an error flag will be started
consider during the rest of the paper no node is in that statein the next bit, frame transmission will be considered er-
All the fundamentals we are going to explain in this section roneous and the frame will be retransmitted. If a receiver
correspond to nodes in the error-active state. detects an error in this last bit it will accept the frame as

1In CAN a messagés the information unit that can be transmitted in correctand, instead of an e.rror ﬂag’.lt WI!I generate an over-
a singleframe but that can also need several frame retransmissions to be!0ad flag. The reason of this behaviour is illustrated by the
eventually transmitted scenario in Fig. 1la. A set of receiving nodes, called the




X set, detect an incorrect dominant value in the last bit of
the EOF, while the transmitter and another set of receiving
nodes, called thé@” set, see a correct recessive bit. The
nodes ofX start transmission of an overload flag in the bit

after the error. The rest of nodes see the first dominant bit

of the overload flag at the first bit of the interframe space

Fig. 1b, the difference being that in Fig. 1c after the frame’s
first transmission the transmitter suffers a failure that im-
pedes the retransmission of the frame. So the nodes belong-
ing to Y receive the frame whereas those¥o not.

Rufino et al. have evaluated the probability of occur-
rence of the inconsistent message omissions [10]. They

and start the transmission of their overload flags as well. Sohave obtained values of the order tf—¢ incidents/hour.

both transmitter and the nodes belongindtwill consider

the frame as correctly transmitted. Thanks to the last bit
rule the nodes belonging t& will also accept the frame
and consistency will be achieved.

—EOF—
A r]r[r]d]overloadflag | gets the frame
no error (error flag seen as overload condition)

Receivers ( Y)

/Ir]r[r]dJoverload flag ] does not retransmit
no error (error flag seen as overload condition)

Transmitter

/Ir]r]d]overloadflag | ] gets the frame
X set obliged to accept

Receivers ( X)

—EOF—
Receivers ( Y) /S Tr]r]d]overloadflag | gets the frame twice

Y set obliged to accept

S Tr]r[d] errorflag successfully retransmits

detects the error and schedules retransmission

by
STr]d] erorflag | | gets the frame once

X set rejects the frame

Transmitter

Receivers (- X)

—EOF —
Receivers ( Y) /Tr]r]d]overloadflag | gets the frame once

Y set obliged to accept

STr]r[d] errorflag fails before retransmission

detects the error and schedules retransmission

by
S Tr]d] erorflag | | does not get the frame

X set rejects the frame

Transmitter

Receivers (- X)

Figure 1. Error scenarios discussed [10]

2.2. Inconsistency scenarios

Unfortunately this last bit behaviour is also responsible
for nodes receiving twice the same frame—the mentioned
double reception of frame&ig. 1b shows a scenario where
this happens. A disturbance corrupts the last but one bit
of the EOF of the nodes belonging . In the next bit

Those are larger than the reference valuel@f® inci-
dents/hour, the safety number of the aerospace industry [8],
that is being adopted by the automotive industry as well [6].

According to [10] the described inconsistencies are the
cause that CAN protocol properties differ from the Atomic
Broadcast requirements. To establish the CAN properties
they make some assumptions on the failure semantics of
the system. Each node consists of a CAN controller and a
process that communicates with the processes in the other
nodes. The processes are considered fail-silent (they can
show either crash or omission failures). The CAN con-
trollers avoid the error passive state and never reach the
number of errors necessary to enter the bus-off state (crash)
in an interval of referenc&;. Finally there is no perma-
nent failure of shared network components (e.g. medium
partition). Given these assumptions the CAN properties are:

CANL1 - Validity : if a correct node broadcasts a message, then

the message is eventually delivered to a correct node.

CAN2 - Best-effort Agreement if a message is delivered to

a correct node, then the message is eventually delivered to all

correct nodes, if the transmitter remains correct.

CANS3 - At-least-once Delivery any message delivered to a

correct node is delivered at least once.

CAN4 - Non-triviality : any message delivered to a correct

node was broadcast by a node.

CANS5 - Total Order not ensured.

CANSG - Bounded Inconsistent Omission Degreen a known

time intervalT,, inconsistent omission failures may occur in

at mostj transmissions.

CANG establisheg as a measure of the probability of

the inconsistent message omissions. CANS is explained if

these receivers start the transmission of an error frame. Theve consider the following example. If a frame, labeléd

dominant first bit of this error flag is seen by the transmitter
and the nodes belonging 16 as an error in the last bit of
their EOF. The nodes belonging 6 will reject the frame,
the transmitter will retransmit it, and the nodes belonging

is scheduled for retransmission when some nodes have re-

ceived it and some others have not, a second frame, labeled
B, could gain the arbitration to the retransmission. The

nodes having received the first time will see the order

to Y will accept the frame following the last bit rule. Asa A, B, A, while the others will sed3, A. Proofs for the rest

result the nodes belonging Yowill receive the frame twice.
The double reception of frames is a well known phe-

of the CAN properties are straightforward.

Comparing these properties with the ones appearing at

nomenon that has lead to a set of common recommendationshe Atomic Broadcast definition in Section 2, it is clear that

[11], e.g. not to transmit messages that toggle the state of CAN does not present Atomic Broadcast. There are two
the receivers. Beyond the double reception, Ruéhal. possible approaches to obtain Atomic Broadcast on CAN
have identified [10] new error scenarios in which the last bit based systems. The first one is to add higher level proto-
behaviour producesconsistent message omissighdO): cols specifically designed to recover from the inconsistent
some nodes receive a frame and others never do. This isnessage omissions. The second one is to modify the CAN
illustrated in Fig. 1c. This is essentially the same case as inprotocol to fix the problems with the minimum overhead.



The solution proposed in [10] follows the first approach. frame according to the same criterion: If the nadeither
Specifically they introduce three protocols: EDCAN, REL- transmitter or receiver, is the first to detect an error in the
CAN and TOTCAN. In EDCAN all the receivers retransmit last bit of a frame then no one has yet rejected the frame
the message after reception to overcome transmitter fail-or scheduled it for retransmission, sowill not do so ei-
ures. This protocol satisfies all the Atomic Broadcast prop- ther; but ifz is the second one, some other node has already
erties except Total Order, thus providiRgliable Broadcast  rejected the frame or scheduled it for retransmission so
[3]. In RELCAN the same properties are satisfied taking must do the same.

a more efficient approach. The transmitter sends a CON-  Using this simple criterion consistency is assured and
FIRM message after the successful transmission of the maimperformance is improved: in MinorCAN if the transmitter
message. Only in case the CONFIRM does not reach thedetects an error in the last bit of EOF retransmission might
receivers in a specified timeout they start the retransmis-be avoided, depending on the other nodes, while in CAN it
sion of the main message. Finally TOTCAN satisfies all the always takes place.

Atomic Broadcast properties, including Total Order. Each ~ The behaviour described above can be easily imple-
time a receiver gets a duplicate of a message, it puts it atmented using thePrimary_error message that is inter-
the tail of a queue. The transmitter sends an ACCEPT mes-changed between the Medium Access Control (MAC) sub-
sage after the successful transmission of the main messagégayer and the Fault Confinement Entity (FCE) in the CAN
When the receivers get the ACCEPT message, they fix theprotocol. This message signals that the MAC sublayer has
position of the message in the queue. In case the ACCEPTdetected a dominant bit after sending an error flag, corre-
message does not reach the receivers in a specified timeougponding to the last bit of the error flag (or overload flag) of
they remove the corresponding message from the queue. Aanother node. This indicates that the MAC sublayer has
detailed description of these protocols can be found in [10]. detected a primary error and not an error that is caused

This approach is cheap because it does not require tooy the error flag of another node. In MinorCAN a node
make any change in the CAN controllers. But it is clear that detects an error in the last bit of EOF signalled by
that it also wastes communication bandwidth, a scarce re-the Primary_error message accepts/does not retransmit the
source in CAN, requires extra program memory space andframe, while a node that detects an error in the same posi-
implies a computational overhead for the nodes. Many con-tion but not signalled byrimary_error rejects/retransmits
trol systems, especially in automotive applications, have tothe frame. Due to this implementation if all the nodes detect
be constructed with minimum memory and CPU power re- an error in the last bit of EOF, MinorCAN will consider all
quirements [1]. This justifies to propose changes in the stan-the errors not primary and the frame will be unnecessarily

dard CAN protocol. but consistently retransmitted/rejected.
MinorCAN works properly in the critical scenarios de-
3. A first solution: the MinorCAN protocol scribed before as is illustrated in Fig. 2. Furthermore, it can

be proven, by checking all the possible cases, that Minor-

CAN achieves consistency in the event of a permanent fail-

tain a new protocol called MinorCAN. MinorCAN provides ure .Of any of the nodes after the bit error detect|on.. Finally
it is important to note that th@rimary_error message is not

Atomic Broadcast avoiding both double reception of frames .
and inconsistent message omissions in the scenarios de? C.AN Im essagle mtﬁ rchanged bEtI\lN een éhe CAN nzde.sk,].but
scribed in Fig. 1. This is done using resources alreadyﬁ]‘:’}'%]:N'?:zm: ttgrgs?nics':i'?)r?ct)irr]:eo _?Lénmgzgseﬁz tr\:YlstsI(r)]
available in standard CAN. Furthermore the performanceI tion introd head h.'l f the hiaher level
achieved by MinorCAN is better than that of the standard ution introduces no overnead, while any of the higher leve
CAN protocol. Although we have warn that MinorCAN is protocols proposed in [10] implies the transmission of more
going to fail in the new scenarios we are going to introduce than a CAN frame per message.
in Section 4, it is important to describe it because Major-
CAN is inspired in the same ideas. 4. New inconsistency scenarios

The main modification in MinorCAN is the behaviour of
the protocol when processing errors detected in the last bit One of our main contributions is that we have identified
of EOF. For errors detected in the bits previous to the last bit new error scenarios leading to inconsistent message omis-
of EOF, frames will be always rejected/retransmitted as in sions. In these situations neither standard CAN nor Minor-
standard CAN. For those detected in the bits following the CAN nor the mentioned higher level protocols fulfill the
last bit of EOF, frames will be always accepted/not retrans- Atomic Broadcast requirements. Let us consider the case in
mitted also as in standard CAN. Finally, for those detected Fig. 3a for standard CAN. As in Fig. 1b, a disturbance cor-
in the last bit of EOF, both receivers and transmitter will de- rupts the last but one bit of the EOF of the nodes belonging
cide to reject/retransmit or to accept/do not retransmit theto X. In the next bit these receivers start the transmission

We propose to slightly modify the CAN protocol to ob-



—EOF — a
Receivers ( Y) S Jr]r[r]dJoverload flag | gets the frame
no error (error flag seen as overload condition)
Transmitter /Jr]r[r]dJoverload flag ] does not retransmit
no error (error flag seen as overload condition)
Receivers ( X) /Jr]r]d]overloadflag | ] gets the frame
X set accepts the frame (error seen as primary)
b

—EOF—
I‘ dJoverload flag | gets the frame once

Y set rejects the frame (error seen as not primary)

E error flag successfully retransmits

sees the error as not primary and schedules retransmission

by
d] errorflag [ | gets the frame once

X set rejects the frame

Receivers ( Y)
Transmitter

Receivers ( X)

C

—EOF—
/S Tr]r]d]overioadflag | does not get the frame

Y set rejects the frame (error seen as not primary)

T error flag fails before retransmission

sees the error as not primary and schedules retransmission

by
d] erorflag | | does not get the frame

X set rejects the frame

Receivers ( Y)
Transmitter

Receivers ( X)

Figure 2. Achieving consistency in MinorCAN

of an error frame. The dominant first bit of this error flag
is seen by the nodes belongingXoas an error in the last
bit of their EOF, while, in this case, the transmitter can not
see the error flag in the last bit of EOF due to an additional
disturbance in that bit. The nodes belongindtavill reject

the frame, the nodes belonging Yowill accept the frame
following the last bit rule, and the transmitter will consider

it as correct, and no retransmission will be performed. As a

result an inconsistent message omission will happen.

—
Receivers ( Y) /r]r]dJoverloadflag [ ] gets the frame
Y set obliged to accept

Transmitter Zr]r[r]dJoverloadflag | does not retransmit

no error (error flag seen as overload condition)

Receivers ( X) Ar]d] erorflag [ |

X set rejects the frame

does not get the frame

—EOF—
/r]r]dJoverloadflag [ ] gets the frame
Y set accepts the frame (error seen as primary)

Receivers ( Y)

Transmitter A r]r[r]dJoverloadflag | does not retransmit

error after last bit of EOF

Ar]d] erorflag [ ]

X set rejects the frame

Receivers ( X) does not get the frame

Figure 3. New scenario (CAN and MinorCAN).

Note that an additional disturbance in one single bit is

after the EOF, so it assumes everybody has the frame and
does not retransmit it.

Among the higher level protocols proposed in [10] to
solve the inconsistency problems, only EDCAN operates
properly in the new scenarios. But it is important to re-
member that EDCAN does not provide Atomic Broadcast
anyway—it does not guarantee Total Order. Moreover ED-
CAN is precisely the one which has a lower performance, as
it needs at least one retransmission per frame (each frame is
transmitted at least twice). The rest of the protocols do not
work because they only perform recovery actions in case
the transmitter fails, and as we have proven, inconsistencies
can appear even if the transmitter does not fail.

To justify the importance of these new scenarios it is nec-
essary to estimate their probability of occurrence in stan-
dard CAN. The model proposed in [10] is not suitable for
our purposes, because it uses as a basic parametbit the
error rate (ber). This parameter indicates the probability
for a bit to be erroneous in any part of the network. In our
case it is necessary to model the probability for a node to be
affected by the error in its particular view of the bit. Accord-
ing to Charzinski[1] the spatial distribution of errors in the
network is modeled by.g, the probability for a bit error
occurring somewhere in the network to appear at a certain
node. For each bit time the following equation holds:

per = P{A | B}
where A = error affects considered node; and
B = error somewhere in the network

1)
Following the same assumptions of Charzinski, we
will consider the effectivity of bit errors to be randomly
distributed over the nodes witp.g 1/N, where
N is the number of nodes. If we identifger
P{error somewhere in the netwdrk is easy to derive:

. 1
P{error affects considered nofle- i ber 2
We will consider forber the same constant values as in
[10] in order to have a common reference. Expression 2
calculates the value of the new parameter we need for our
model. We will call this parametéier™. So:

enough to produce the inconsistency. This scenario pro- ber™ 1 ber 3)
duces the same result in MinorCAN as can be seen in

Fig. 3b. After the disturbance in the last but one bit of EOF  Now we can obtain the expression of the probability of
of the nodes belonging t&, these reject the frame and start occurrence per frame of the scenario presented in Fig. 3a. In
the transmission of an error flag. The nodes belongifig to  this expression,:, is the number of bits in a frame. The
detect an error in the last bit of EOF, transmit an overload expression is obtained considering all the cases in which at
flag, sample the channel after this transmission, and deciddeast one of the receivers is affected by an error in the last
they have detected a primary error. Thus they accept thebut one bit of the frame, while the rest of them—at least

frame. The transmitter can not see the error until the bit one—is not affected. In all the cases the transmitter suffers



an error in the last bit that impedes it to detect the error flag. failure assumptions as in Section 2.2 we propose a definitive
set of CAN properties that are listed below. Only properties

P{new scenario in a franje= that have suffered a modification when considering the new
= VT2 (V) (1 — ber® )2 ber*)i v scenarios are listed and marked with a .
*\ Taata —1 N—-1—1t
((1 — ber™)T ) X CANZ2’ - Agreement not guaranteed if a message is deliv-

(1 — ber™)Tdaa=1 per* 4) ered to a correct node, then the message may never be delivered
to all correct nodes, even if the transmitter remains correct.
We can estimate the number of inconsistencies thatthese CAN6’' - Bounded Inconsistent Omission Degree in a

new scenarios produce in an hour by multiplying by the  known time intervalT,,, inconsistent omission failures may
number of frames transmitted in an hour. Again we use the  occur in at mos}’ transmissions.
same data as in [10] for comparison purposes. So we con-
sider a network at 1 Mbps, with 32 nodes, an overall load CAN2’ is immediately justified by the scenario in
of 90% and frames with a length ef,;, = 110 bits. We Fig. 3a. In that scenario, discussed at the beginning of this
calculate the number of inconsistencies for bit error rates section, the transmitter can not see at the last bit of EOF the
(ber) going from aggressive to benign environments. In Ta- error flag transmitted by some receivers, and then considers
ble 1 the results of these calculations are summarized. Colthe frame correctly transmitted while some receivers reject
umn IMOnew/hour shows our results for the new scenarios,it. In CAN6’ j’ is larger than previousg: the probability
column IMO/hour shows the maximum values for the sce- of the inconsistent omission failures is larger when the new
narios described in Fig. 1c obtained by Rufigtcal. using scenarios are considered.
their own model and, to make a fair comparison, column

IMO*/hour shows the corresponding values for the scenar- e . )
ios in Fig. 1c obtained by our model based on the" pa- 5. The CAN qulflcatlon for Atomic Broad
cast: the MajorCAN protocol

rameter. For these last set of values the following expres-
sion has substituted expression 4 for the probability of oc-

currence per frame: As seen in the previous section, the probability of multi-
ple errors affecting the nodes within the same frame is con-
P{old scenario in a frame= siderably high. Any modification we propose to the original
_ Zg\flz (N__l) ((1 = ber®)ramn—2 beT’*)i % protocol must consider this possibility. We first must decide
= v ) how many errors we must be able to cope with. We denote
(1 — ber*)rana—1) V7170 5 this number asn and of course it must be larger than 2,
(1 — ber™)Tiaa=2 (1 — = AAL) (5) as with 2 errors the scenario that leads to property CAN2’

(Fig. 3a) could happen. Our proposalris = 5 because
where (1 — e~*At) represents the probability for the standard CAN uses a CRC code that allows the detection
transmitter to crash impeding the retransmission of the of up to 5 randomly distributed bit errors [11]. Therefore
frame. ForAt we will take the value of 5 ms as in [10] it makes sense to guarantee Atomic Broadcast at the same
and for), 103 failures per hour that is the maximum value level. In any case, this decision strongly depends orthe

considered in [10]. value. If ber is larger then larger values of. should be
considered. So the new protocol we propose is designed to
ber | IMOnew/hour | IMO/hour | IMO*/hour be parametrisable im to make the upgrade simpler. We
(Fig. 3a) (Fig. 1c) (Fig. 1c) call this new protocol MajorCAN [9] and we will use the
107% | 880 x107% [3.94x107°° | 3.92x10°° notation MajorCAN,, to indicate the value chosen for in
10~° 8.91 x 10~° 3.98 x 1077 | 3.96 x 1077 Specific cases.
107% | 8.92x 1077 | 3.98 x 10~° | 3.96 x 10~° MajorCAN is based in the mechanism described before
Table 1. Probabilities of the scenarios for MinorCAN. Once again nodes detecting an error at the

end of the frame must check if there are nodes detecting the

Analyzing the results in Table 1, it is obvious that the error later and then accepting the frame, and nodes detecting
model we have introduced basedtier” permits to repro-  the error later must notify that they accept the frame through
duce the results obtained in [10] for the old scenarios. Thistheir error flags. The main changes to cope with multiple
legitimates the comparison of the results obtained for eacherrors are two. First that this notification of acceptance must
kind of scenarios. Thus it is clear that the new scenariosbe performed with an extended error flag to admit errors
have probabilities larger than the reference valu@ (), during the notification. And second that to avoid situations
and also larger than the previously reported scenarios. Thidike the one illustrated in Figures 3a and 3b, not only the
justifies to review the CAN properties. Making the same nodes detecting an error in the last bit of the CAN's EOF



must check if other nodes are notifying the acceptance ofsample not only thém + 7)th bit but also thgm + 8)th
the frame, but also nodes detecting errors before that. bit and the(m + 9)th bit, and perform a majority voting on

Before describing in detail the structure of the extended these samples. Of course this implies thanhust extend
error flags, and the way the nodes check if others are actwo bits its error flag. In the presenceraferrors,m — 1 of
cepting, it is necessary to realize that the structure of thethem could affect the sampling. Somust sampl&m — 1
EOF can also be modified to better adapt to the new ap-Pits from the(m+7)th to the(3m+5)th, andy must extend
proach, avoiding an excessive pro|0ngation of the Major_ its error flag to all these bits. If instead of haVing detected
CAN frames. The EOF contains no relevant data. If a frame the error in the(m + 1)th bit, y detected it in any of the bits
contains errors only in the bits of the EOF it is a correct from the(m + 2)th to the2mth it must also extend its error
frame and could be accepted. Whether it is accepted or noflag up to the(3m + 5)th bit to notify the rest of the nodes
is just a question of agreement between the different nodesthat it is accepting. It detected the error in any of the bits
The MajorCAN EOF field will be divided in two sub-fields. ~ from thelst to the(m — 1)th, instead of in thenth, it must
Nodes detecting an error in the second sub-field must accep@lso sample the bits from tHen + 7)th to the(3m + 5)th
the frame and notify through an extended error frame, while to know if any other node is accepting the frame.
nodes detecting an error in the first sub-field must check if It is important to remark that if any node detects its sec-

there are nodes detecting the error in the second one an@nd error during the bits corresponding to the EOF and the
then accepting the frame. extended error flags, this is not signaled with any additional

The number of bits of the two sub-fields of the Major- error flag. Otherwise error flags of second errors could spoil

CAN'’s EOF must be chosen to be minimum. According thnggrierEent prhoctta)si. i f a MaiorCANMode wh

to the CAN specification [5] whenever a CRC error is de- 9. %S ows the pehaviour ot a Viajor ANo i€ when
tected, transmission of an error frame starts at the bit fol- & €TOr is detected in different bits of EOF. Vertical arrows
lowing the ACK delimiter—that s at the first bit of the EOF. indicate the bits where the sampling is performed.

This means that a node starting an error flag in the first bit

. ACKr ECF 1
of EOF should never accept/do not retransmit that frame. | .zcoror  / T [r[emorfiag I
To achieve agreement between nodes, it must be impossi+ Gbiterror fag, no sampling s performed, frame is rejected
i i i i i d fi
ble for other nodes to first detect this error flag in a bit of | Erorinrs G_Jile‘r,i,r[f.a%sfﬂﬁfngffpeﬁol;e‘dr [l Lo el e Tl T Te [T e
the second sub-f!eld which would produce_ fche acceptance| _ . T Ir[rld] enorfag T [ T [ F T
of the frame. As in the worst case — 1 additional errors 6-bit eror flag, sampling s performed remrmmm
can delay the detection of the error flag, the first sub-field | erorinara /[ [r[r[r[d] emorflag [r[rfr rfr r{rTrlrlr rlr]/
. . 6-bit error flag, sampling is performed T
of EOF must haven bits. On the other hand if the node o T srores T
that first detects the error does it in theth bit of EOF—the rrorin &4 FFerr o, s promer 1+ T 7T
last bit of the first sub-field—and there are only two nodes | eworinsth /[ [r[r[r[r[r[d] emorfiag Jrr]r[r[r]r[rr r[r]
. e I 6-bit error flag, sampling is performed L U
in the network, it is necessary that the other node notifies B S -
. i i { i
the acceptance of the frame with an extended error frame.| 5™ " " G e s oo
Given that additional errors can delay the detection of the | ciorin e /T T F [T [r [T [d] extended error flag [ |17
error flag generated by the first node upito— 1 bits, this exended erroriag, fiame s accepred
error flag can be detected by the other node aethén bit L l\gc‘eﬁtleg exendeleonteg 11V
that will be, in consequence, the_last bit of the secopd sub-| L ion T Irld] exendederorag |77
field of EOF. So the second sub-field must also havaits. extended error flag, frame is accepted
As said before, a nodg detecting an error in the sec- | Erorinton  ZLIrlelrlririr[riririr]d] exendedenorfag _[r]c
i) extended error flag, frame Is acceptet

ond sub-field of EOF must notify the acceptance through
an extended error frame. This extension must be enough  Figure 4. Behaviour of a MajorCAN 5 node.

to permit a noder detecting an error in the first sub-field

of EOF to know, in the presence of up+to — 1 additional To finish the description of the MajorCAN protocol it is
errors, thaty is notifying acceptance. If there is only one important to mention some details. First, errors detected af-
error andx has detected it in thewth bit of EOF,y will see ter the last bit of EOF will be treated as in standard CAN.
the «’s error flag as an error condition in then + 1)th. Second, also as in standard CAN the MajorCAN frames fin-
Then forz to know some other node is accepting—like ish with an ACK field of two bits followed by the EOF field
this case—it would be enough to sample the last bit of the described above. As the ACK field ends with a recessive
regular 6-bit error flag that this node would generate, that is bit and EOF is a sequence dfn recessive bits, any Ma-
the (m + 7)th bit. This is essentially what MinorCAN does. jorCAN frame finishes witt2m + 1 recessive bits. This

If there is an additional error it could affect precisely the must match the form of the error delimiter to permit node
sampling of the(m + 7)th bit. To cope with thisg should synchronization. So the MajorCAN error delimiter will be



a chain of2m + 1 recessive bits, instead of teecessive  nel, when the nodes present fail-silent behaviour. We show

bits of the standard CAN. This means that in the best case—that the maximum communication overhead introduced by

when there are no errors during the EOF—the overhead in-MajorCAN,,, compared with standard CAN isn — 9 bits,

troduced by MajorCAN compared with standard CAN is of that for our proposal ofn = 5 means 11 bits. This over-

2m—7 bits. For our proposal of. = 5 we have an overhead head is negligible compared with any of the higher level

of 3 bits. In the worst case—when there are errors during protocols proposed in [10] that require the transmission of

the lastm bits of EOF—the MajorCAN frame is extended more than a CAN frame per message.

2m — 2 bits more. For our proposal ef = 5 this means an We are implementing the MajorCAN protocol in VHDL

increment of8 bits, so a total overhead @fl bits. Even in to develop a prototype for a MajorCAN controller. This

this last case, the overhead is negligible compared with anywill permit to obtain experimental results on the function-

of the higher level protocols proposed in [10] that require ality of the protocol. We plan to do model checking on the

the transmission of more than a CAN frame per message. VHDL description to achieve a formal verification. We are
Fig. 5illustrates the way MajorCANnodes achieve con-  also planning to use a more accurate model to estimate the

sistency in front of up to five errors. Nodes belongingio  probability of the new scenarios introduced.

detect a dominant bit in thérd bit of EOF and transmit a 6-
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