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which are the critical nodes?



which are the critical nodes?
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which are the critical nodes?

In principle all these nodes can be considered as critical
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which are the critical nodes?

replicate sensor and actuation nodes is trivial
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which are the critical nodes?

replicate a controller node is complex:
replicas must coordinate among them

plant

sensor(s)

actuator(s)

AN

1

replica| | replica replica
>

N

AR

coordinate among them

10



how do replicas coordinate?

* synchronize at communication & app. levels

o using the Trigger Message (TM)

e vote on intermediate results
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consensus
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benefits of
active node replication
with voting ?



compensate errors
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replicas may recover from errors

replica 3 recovers
and keeps
participating
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however...



what if a temporary fault
makes a replica to be lost from then on ??
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what if a temporary fault
makes a replica to be lost from then on ??

temporary fault affects replica 3
Internals or communication capabilities
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what if a temporary fault
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what if a temporary fault
makes a replica to be lost from then on ??

temporary fault affects replica 3

Internals or communication capabilities
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node redundancy attrition

replica 3 is not permanently faulty,

but can not be used! | cannot recover !
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temporary faults are
more probable than
permanent ones



If we do not prevent
redundancy attrition
caused by
temporary faults



then we do not
take full advantage
of the redundancy
Investment



objective

prevent
node redundancy attrition



objective

identify and implement
mechanisms to diagnose and
reintegrate temporary-faulty nodes
that are lost
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steps

classify faults
exhaustively analyze how they can affect a replica
design needed mechanisms

Implement and test them
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steps

classify faults
exhaustively analyze how they can affect a replica
desigh needed mechanisms

iImplement and test them € pending
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we plan to quantify the
reliability improvement
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