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replicate a controller node is complex: 
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• synchronize at communication & app. levels 

o using the Trigger Message (TM) 

• vote on intermediate results 
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replicas may recover from errors 
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• classify faults 
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Abstract	

Distributed	Embedded	Control	Systems	(DECSs)	used	for	Real-
Time	 (RT)	 cri cal	 applica ons	 must	 sa sfy	 stringent	 me	
requirements	and	a ain	high	reliability.	FTT-Ethernet	provides	
nodes	of	DECSs	with	real- me	communica on	capabili es,	but	
does	not	include	Fault	Tolerance	(FT)	mechanisms.	The	FT4FTT	
project	aims	at	proposing	a	complete	FT	architecture	for	RT	
cri cal	DECSs.	It	uses	a	duplicated	switched	FTT-Ethernet	star	and	
ac ve	node	replica on	with	consistent	distributed	majority	vo ng	
to	 respec vely	 tolerate	 channel	 and	 node	 faults.	 However,	
FT4FTT,	in	its	current	state,	s ll	lacks	mechanisms	to	prevent	
node	redundancy	a ri on	due	to	temporary	faults	affec ng	the	
nodes	and	channel,	which	are	the	most	likely	types	of	faults	in	
DESs.	This	paper	presents	our	ongoing	work	to	complete	the	
FT4FTT	 architecture	 with	 appropriate	 fault-diagnosis	 and	
reintegra on	mechanisms	that	overcome	this	limita on.	
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Extended	Control	Applica on	Cycle	to	support	Fault	Tolerance,	Diagnosis	and	Reintegra on	

• Distributed	Consistent	Majority	Vo ng	(DCMV)	
• Segments	(NVP	paradigm)	
• Error	compensa on	
• Replica	determinism	

• Control	applica on	phases	in	FT4FTT	
• Sense		(S)	
• Exchange	Sensor	Values	(ESV)	
• Vote	on	Sensor	values	(VS)	
• Control	(C)	
• Exchange	Actua on	Values	(EAV)	
• Vote	on	Actua on	values	(VA)	
• Actuate	(A)	

Exchange	also	Set	Point	(SP)	&	Status	of	control	
		à		seamlessly	reintegra on	

• VCR	to	reliably	vote	in	a	consistent	manner	
• CVEP:	retransmissions	of	cc-vectors	and	ACKs	
• MS-vector	to	diagnose	communica on	faults 								
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Analysis	of	Fault	Tolerance,	Diagnosis	&	Reintegra on	Mechanisms	
Fault	Classifica on	

• Temporary	(T)	
• Long	Las ng		temporary	(LL)	
• Permanent	(P)	
• Temp.	manifes ng	as	Perm.	(T…P)	

• Fau.	affec ng	Link	(FL)	
• Fau.	affec ng	Node	rep.	(FN)	

Fault	Diagnosis	&	Reint.	mechanisms	

• TM	resynchroniza on	
• TM	Seq.	Num.	(TMSQ)	
• TM	Seq.	Num.	Count.	(TMSQC)	

• Vo ng	Reintegra on	Point	
• Communica on	Error	Counter	
• Discrepancy	Error	Counter	
• You	Are	Alive		(YAA)	watchdog	
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